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1. Introduction for Cyber Data Recorder (C/S Edition) :

A. Preface

Now network has become an indispensable communication tool among companies or individuals. More and more
related softwares are used in companies for communication. New sightless management leaks are hidden behind the
convenient communication. Companies are unable to control. prevent employees' actions without any defense in
network. Employees' illegal behaviors such as: chatting at work . divulging confidential information. transferring vital data
within the Internet etc. may happen at anytime. Are you sure you have prepared to prevent all the situations being
happened when permitting employees participate in network in your company?

Today’s network security, Modern farseeing managers at enterprise should not simply invest on the firewall. Virus
Filtering. Intrusion Detection. Junk E-Mail Filtering and so on. In fact, vital damages are always happened among
employees. They may send any inner vital data through network., even though you may not worry about the data leak. If
an employee spends two hours chatting at work time one day. All employees' wasted time will exceed more than a
month——A tremendous losses to company. Most fatal situation is: The company's benefits can't be effectively protected
if not enough evidence provided at law dissension when data is illegally divulged by employees through network..

B. How to take countermeasure?

When building a monitor system for company, we should not simply focus on the control and prevention functions.
For instance, prevent visiting websites or using the communication softwares. It takes no effect without resolving the
contents of MSN. Yahoo! Message. E-Mail. Web. FTP Files. Valid evidence can't be provided when incident happens.
Because logs left no actual "content evidence”. Furthermore, employees’ communication information can not be obtained
and checked, so their treacherous behaviors can not be prevented beforehand.

Most software that monitor employees' behaviors just intercept and parse packets on network such as Sniffer. Our
product——Cyber Data Recorder(Sniffer Edition) is included. They are easily installed and configured, but the
disadvantage is. some anti-monitor softwares encrypt the Data and can’t easily be parsed and monitored.

To the situation. We develop a new product: Cyber Data Recorder (C/S Edition) which adopts the client/server
architecture. Client program must be installed in the PC client . It can do many things that sniffer edition can't do. For
example, view desktop image. prevent using removable storage device such as U Disk. close programs compulsively.
manage computer resources. monitor portable computer in WAN and so on. It will intercept the local un-encrypted
communication data before the software encrypt them in the future. Its disadvantage is client program in the computer
may be removed if improperly configured. Any type of monitor software has its own disadvantages. The most important

thing is to find the best solution for you. We suggest one solution with two type of architectures are used synchronously.
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C. Cyber Data Recorder —— Your Best Solution

The product assists you to monitor employees' behaviors on computer. For example: who he chat to? what is the chat
content? what websites he visited? what is the Mail's content he sent? what files he transferred? view his desktop image
etc. All these can be recorded and know their actions. You can refer to next page to learn more.

D. About Us

Our company established in 2003 and hammer at developing monitor systems from 2003 to 2005, All kinds of packet
parsing system upon TCP/IP protocol is developed by us (i.e. Network Monitor Gateway, Network Monitor Sniffer etc.)
Cyber Data Recorder Client and Cyber Data Recorder (Client/Server Edition) are our new editions which upon C/S or
stand-alone architecture. Different editions apply to different environments for different companies. We have service
locations : Taipei. GuangZhou. Shenzhen. ShangHai .ChangSha etc. We are the most comprehensive and professional
monitor product provider at present. We have a group that hammer at developing EIM products in china. The product is
called Cyber Data Recorder because it is like a cyber flying recorder in airplane ——record important flying information

for reference when incident happens.
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2. Features

A. What are the main functions?

1. Monitor computers in parent company and sub-companies even portable computers.
2. Monitor and save different logs when a computer is used by different accounts.
3. Define different management groups for different departments in the company. Different rules can also be

configured in a group.

4. Log on the contents of HTTP. E-Mail (POP3, SMTP) . FTP. IM (MSN. YAHOO. ICQ) . Web. FTP Files. network
neighbor files transferred for reference at any moment.

5. Set different rules for different accounts. Set using time scope per week for HTTP. POP3. SMTP. FTP. MSN.
Yahoo. ICQ. QQ etc.Or block any of them directly.

6. Log and help understanding employees' visited websites and block them when necessary.

7. Log on the contents of Mails (POP3, SMTP) and monitor the text and accessories in Mails.

8. Backup the original FTP files.

9. Automatically record computer’s desktop image from 15 seconds to 15 minutes and play them by date. For saving
space, desktop images are recorded only when mouse or keyboard is active.

10. Prevent downloading or uploading files through HTTP. FTP. MSN. Yahoo. ICQ etc.
For instance, prevent downloading movies or music.

11. The system is uneasy to be found. if found , it can't be stopped or removed without admission.

12. Open related ports, prevent visiting all websites or part websites (black list) or only committed websites are
permitted to be visited .

13. Prevent downloading or uploading files through HTTP. FTP. MSN. Yahoo. ICQ etc.
For example, Zip, stream-medias are prohibited downloading.

14. Export to txt file of the communication logs in IM (MSN. Yahoo. ICQ. QQ. Skype etc.).

15. Manage portable computer. For example, block copying files through USB, Recorder, CD-ROM or tape.

16. Close remote computers compulsively or restrict running programs according to related policies.

17. Manage computer resources, list computer's softwares installed and produce related reports.

18. [Search Logs]: User can rapidly understand related information through searching by key words to improve the

work efficiency.

19. [IP Server]: The server can monitor remote computers in WAN without a fixed IP Address.
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B.System Requirements
The software is divided into two parts: Server and Client, The server runs in Windows 2000. Windows XP. windows

2003.The client runs in Windows 2000. Windows XP.

1. Minimum system requirements for the server: (Under 500 clients)
CPU: Intel Pentium 4 Processor 3.0GHz or above
Memory: 1024MB ECC DDRSDRAM
Hard Disk: Ultra320 SCSI Controller 80GB Supports RAID-1, 5 HDD or more available space

s

Network Interface Card: 10/100/1000 Ethernet Card.

2. Minimum requirements for client

CPU: Intel Pentium 3 Processor 1.0GHz or above
Memory: 512M SDRAM
Hard Disk: 20GB HDD or more available space

Network Interface Card: 10/100 Ethernet Card.
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C.System configuration chart

It is easily configured, locate the server first: In LAN or WAN. If the computer can ping the server . Then OK. The

server must be connected through the monitor port in Hub or switch. Please follow the chart below to configure it.

ICT Cyber Data Becorder CS Fnterprise’ s Network Framework Chart

LS_u]:--Cn:nmpan_r.r F..:.uterl | Firewall and Anti¥irus Gatewajr.l
-
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3.Installation
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A. Run BlackBox_Server_ MSDE_V1.30 en .exe in CD to start the installation.
CAUTION: SQL Server is included in the setup file. Please confirm the SQL Server is not installed in your computer yet.

1. Read the License Agreement text and then click on the "Yes" button.

Installshield Wizard

License Agreement

Pleaze read the following license agreement carefully.

Prezs the PAGE DOWHM key ta zee the rest of the agreement.

IThe important explanation - please carefully reads -

Thiz zoftware user iz authonzed the contract [to hereafter refer to az "authonzed contract'']

ig an expenzive wuzer [personal or zole corporate body) with “several bit of commerzial
infarmation compary'' software of product on zeveral bit of commercial information limited
company, incliding the computer sofbware, the correlation intermedium af, the writken
infarmation az well as poszibly inchides "on-line" either the electronic file [below called
"zoftware product' or “'zoftvare"] walidly had been establizhed the protocol. The

expenzive uger bo the ingtallment, the copy or by other mode uses "the zoftware product',
namely the representation agreement accepts this “'the authonized contract' restricting of ;I

Do pou accept all the terms of the preceding Licenze Agreement? |f pou chooze Mo, the
getup will cloze. Toingtall BlackBox Server 1.3, vou must accept this agreement.

[ mztallEhield

< Back ez Mo
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2. Enter the serial number printed in your license card after license purchase .If you download a trial edition from

internet, enter the trial serial number: DBTA-UPCO-CGJD-ZATQ. It is as a 10-day trial version and monitor only

50 PCs.

CAUTION: If you paid for it, please don't enter the trial serial number above. Check our E-Mail or enter the serial

number in your license card..

InstallShield Wizard

Customer Information

Pleaze enter your information.

Please enter your name, the name of the company far whom vou work, and the product
zenal nurmber.

zer Mame:

IHHW

Company MName:

IHHW

Senal Humber:

|DE!TA-LIF'ED-EGJD-Z&TE!I

|mztallSheld

< Back Mewt > Cancel
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3. Start installation of the software.

Installshield Wizard

Setup Status

BlackBox Server 1.3 Setup ig perfarming the requested operations.

Inztalling:

C:h. ABlackBox Server 1. 3%RemateSetuphClientl pdate. exe

E— i5%

IratallShield

4. After installation is complete. Select “Reboot Computer Immediately” and click on the "Finish" button.

Installshield Wizard

Install5hield Wizard Complete

waur cornputer.

£ Nez, | want bo restart my computer now

£ Mo, | will restart my computer later,

complete zetup.

The Install5hield \wWizard haz succeszsfully inztalled BlackBox
Server 1.3, Before you can uze the program, wou must restart

Remove ary digks from their dives, and then click Finizh to

< Back I Finizh I
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5. Click on the "Finish" button to exit the installer,

Installshield Wizard

InstallShield Wizard Complete

Setup has finizhed installing BlackBaox Server 1.3 an paur
computer.

¢ Back

Eanzel |
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4. Configuration
A. log into the system

1. After startup the operating system, the software will configure the SQL Server automatically and the database
initialization window will not be displayed. if displayed ,it implies that SQL Server had been installed before
and the software can’t automatically configure it.You must confirm it is installed at mixed mode before and
follow the steps to configure it by hand:

Q) Specify the database server's IP (unnecessary if installed in local computer),Account / Password (sa
privilege is desirable).

(2 Press 1 to test the connection. If successful. Press 2 to build the database (Building needed tables
automatically).

) When finishing building the database. Press 3 to finish the initialization process.

Databaze Settings @ @

Enter database server's nare here If in local The nare is LocalHost(TCP =
st be opened) or enter the nsermatne and password with DBA authority. ‘

.Test the conmection first hefore saving the setting.
Databaze Serven ) | i E|
Tzer Marne(11): IE
Passurardj{ﬂ: I**********
1 r 3

[Reatore Datahase] ' Save Settings |
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2. When the computer is rebooted every time. The program will be automatically launched at hidden mode. You
may press Ctrl+Alt+B (predefined value and can be modified) to show the login dialog. Enter the account
information to login ( MIS account is: admin/password: dci , boss account is: super/password:dcisuper).

(predefined Value and can be modified)

NOTE: Only boss account can see the related information such as IM chatting content,E-Mail,Web Logs...etc.

Uszer Yalidation @ @

=

Uzer

Pazsword (E): I

DE@) |

Uzer Yalidation @ @

Uzer

L]

Pazsword (F): I

oK@
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3.  When successfully login. The main window appears. As shown below, menu and toolbar on above, User

treeview at left, which are shown by group. computer. account. rules switch is underside at left. Detailed

information is listed at right ---- the main interface for showing. searching. and operation .

waww-2edjohgbyery - Basic Infa - BlackBax %1.30 058 @ @ @ @ |

' Computer(Cy  Informationd) Rules(E) Setting(Z)  View() Languageil) Show CodingiE)
Help(Hi
HomE e D0 e AR ~ VEBEEEE &
|Llser a X|
&J Default Group Diefault Groun : wow-2cdiohabwey - administrator
gl REStrict Group
gy Move Group _
Host Bame: wani- 2 codjoho b
lser Mame: adrinistratar
IP Address: 192.168.1.55
Clignt ID: 2140217
Current Online
Client i3t
Last Active 20068-7-11 2:24
Rules: Default Group E|
I System Infa:
M B rues | s Hardware(H)  Sofeware(3)
| )R]
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B. Configure and use the system

1. When successfully login, the main window appears. But No computer shown in the treeview .You have two

ways to add the monitored computers:
(1) Select [Help] in the menu --> [Install remote client ] to add the remote PC.
(2) Run Lan_client_en.exe in CD at client PC. It is used when the computer can't be remotely installed (For
example: "Local Security Strategy" is set to default in Windows XP). It can also be compulsively installed
using the authentication domain server when the computer log into the AD Server.

NOTE: Contact us and get the AD edition

Languageily Show CodingiE)  HelpiH)
G v YEEBEEEQ@ aout.@
Registration (R

waw-2odiohobwey - administrator

Install Remaote Client PCIS)

2
@ Aoto Updateq
i
&

wxoi- 2o djohg by
administrator LIninstall the Programily

192.168.1.595 Exit{@)

NOTE:

A. If monitored client is a portable computer or a PC not in the same LAN, It should be monitored through
WAN (Such as PCs in sub-companies). Another software must be installed into computers. The setup file is:
WAN_Client_en.exe in your CD.You will be prompted to enter the server's IP Address during the installation.
Two conditions are necessary for finishing the installation:

(1) Afixed IP address must be specified for the server.
(2) Port 4060. 6000 must be opened in the router for the server’s communication.

B .If the computer can't be remotely installed ,It may be manually installed by running Lan_Client_en.exe in
CD or be compulsively installed through AD Server.(Contact us to get the AD edition)

C. If monitored PCs are remote in sub-company and no server installed in it. You should consider the actual
bandwidth because every PC may transfer data to the server in parent company. We suggest no more then
15 computers to be monitored. For example, If in 2MB out 512K ADSL in sub-company, The total
transmission data is 1000MB (1024000kbps) at work time (8 hours )one day:

(A). Actual flux: 512Kbit*70%(depending on different telecoms)=358Kbit
(B). Actual data :1024000*8=8192000Kbit
(C). Actual transmission time:8192000/358=22883 seconds(approximately 6.36 hours).
D. If no fixed IP Address with your server and the computers must be monitored through WAN, You may

hire our service in Internet to provide your server's IP verification (contact us to get detailed information).
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2. When click on the [ Install remote client] in the menu, the main dialog displays as shown below. It is divided into
four areas: 1.local network computer list 2. installing client list 3.computer's account 4.Message

Please follow the following steps to install the remote computer:

(). Double-click the computer listed in Area 1, Then it will be shown in Area 2

(2). Double-click the computer listed in Area 2, Then it will be shown in Area 3

(3). Insert PC’s Administrator Account in Area 3 and click on the “<<Add” button.

(4). Repeat the operation above to add all the accounts and click on the “Start” button to start the installation

procedure. The installation message will be displayed in Area 4.
CAUTION: If they have the same account,you may specify the login/password in default login user area at top
right corner. You may check the "Prompt when login failed" and reenter the login/password when failing to

connect to the remote computer.

"= BlackBox Remote Setup v1.01 x|

Local networls computer list:

s [Jo 0~ Microsoft Terminal Serwvices
L—_I D.rl'"' Microsoft Windows Network
=-[CJf= ¥ORKGROUF

- Refreszh |

Default Login User

------ [ 5TU4SVT90S9DELE 192, 168. 1. 13 User: |
------ [ 8 ICI-S024B1GGAAF 192, 165.1.4 _
------ [0 =) HATQING-FUAQ4LY 192, 168.1.119 Pass: |

b DQ ESHEXU 192, 165. 1. 11
------ [0 sA-TXD3TINTALIE 192, 168, 1. 104

- L 1wl owe—nnd 107 1RS 1 O
——

Inztalling client list:

ﬂ [ Erompt when login failed

FFuem-:-’r.leIP | UserHame | Fazsword )] Remote IF: 92, 163.1.55 3
192, 168, 1.55 admini strator asd -
3 User: admini strator
Pazsword: asd
4' I _"I Delate 2>
Mez=agze:
r .
il

NOTE:
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Two conditions are necessary when performing the remote installation.

Cyber Data Recorder (Server/Client)V1.30

(1).Port 139 must be opened (close firewall if needed)

(2).ClientApp.exe must have the executable authority.

(3)."Control Panel” =" Administration Tools” =>"Local Security Strategy” -"Security Options”->"Network Access: Local
Account Sharing and Security Mode” should be set to traditional. (Generally default is "Traditional" in Window 2000/2003,

But Window XP is: "Adapt to Guest”, Refer to the next page to change the default setting in Window XP.

Digital Commerce Information Co.,Ltd Taipei  Office Page 16
1F., No.86, Jhongjheng Rd Jhonghe, Taipei 242
Tel: +886-2-22431733 Fax:+886-2-22433711 http://www.SecuritySoft.net



/B o

EiumR&EsH

Digital Commerce Information Co.,Ltd Taipei
1F,
Tel:

Digital Commerce Information Co.,Ltd
Cyber Data Recorder (Server/Chent)Vl 30

¢

3. If Windows XP is installed in the remote computer, The "Local Security Strategy” must be changed when

performing the installation: Open “Control Panel” > "Performance and Maintenance” -"Administration Tools

">"Local Security Strategy” = “Security Options”"->"Network Access: Sharing and Security Mode for local

accounts” ,Select "Classic-local users authenticate as themselves " and press "OK",

& Local Security Settings

File Action  Wew Help

& 2

@ Security Setkings Policy Security Setking

+- 8 Account _F'F'"':ies 28] Metwork access: Do nat allow ano...  Disabled

=@ Local P':'_l":'es_ 28] Metwork access: Do nat allow stor...  Disabled
i % E"'d't;':':;? Assi Netwnrk access: Lek Everyone per... Disabled
i 3 Sser _t'g Ost' =N e Netwark access: Mamed Pipes that... COMNAP, COMNOD, ..
= :

5@ F‘ul:uliu:EIE:n :D"IEEISDHS Netwu:urk access: Remotely accessi...  Swstem\CurrentCan, .,

y Netwu:urk access: Shares that can ... COMCFG,DFS$

+-[_7] Software Restriction Policie
+ g IP Security Policies on Loca S

sharing and s

Guest only - local us,

W

.Netwnrk security: Do not skare LA, Disabled

. Mebwork secority: Force logoff wh,,,  Disabled

Netwnrk security: LAMN Manager a,..  Send LM & MTLM re...
Netwnrk security: LDAP client signi... Megokiate signing

[
|

<

| 5

Metwork access: Sharing and security model for local...

Local Secunty Setting |

PIX

igf

Metwork, access: Sharing and secunty model for local accounts

Guest only - local users authenticate as Guest

lozal userz authenticate az themselves

Clazzic -
Guest only - local uzers authenticate as Guest

Ok

I

Cancel

Apply
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4. If client program is properly installed and the computer can be connected. (If ClientApp.exe is prevented to
communicate with the server by firewall or other programs, The computer may be failed to be monitored),The
computer will be shown in the user list when you click the [Computer]> [Refresh User List] in the menu after a
certain period (typically 1-2 minutes).

Computer(C)  Informationd  Rules(E)
DoE 60 &8¢
User o x
B Default Group
-] dei-5024b1B6aaf
&) smow-2cdjohgbyic
- [l system
----- A Restrict Group
----- A Move Group
Click [Group] in the treeview, New computer will be set in "Default Group", New portable computer be set in
"Move Group". Select "Account” under the computer icon, The predefined rule is "DefaultRule", The predefined
rule of portable computer is "MoveRule",You may add other rules for different accounts. NOTE: o means
Account; @ means Host; &J Means group. Refer to chapter 7-5 ~ 7-8 in Page25~28 to learn the “Rules”
settings.
waw-2cdjohgbywey - Basic Info - BlackBox 1,30 068 @0 @ @ |
' Computer{C)  Informationdd  Rules(E) Setting(3) “iewd) Languagedl) Show CodingiE)
Help(H)
e . o ]
FoE e gca dRe0PY r VIEESE &
|Llser T Xl
Elﬁ’ Defau.lt Slely Diefault Groun ©eav-2cdiohakey  administratar
-] dei-5024h1B6aaf
E-8) sa0i- 2 cdjohg by _
'@ Host Mame: - 2 codjo b b
______ Lger Mame: administratar
----- Restrict IP Address: 192.168.1.55
----- i Move Group Client D 2140217
Current Online
Client 068
Last Active 2008-7-11 23
Rules:
= Systern [nfo: -
S User | BB Rules | = Hardware{H)  Sofeware(S)
- ——— s ) )
Digital Commerce Information Co.,Ltd Taipei  Office Page 18
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5. [Computer(C)] includes: [New Group]. [New Computer]. [Remove Computer] . [Rename] . [Remove Client

Digital Commerce Information Co.,Ltd

~¢ M Cyber Data Recorder (Server/CIlent)Vl 30

Program] .[Refresh]. It is convenient to put different accounts into different groups and monitor them separately
when different users using the same computer.

Computer(Cy | Information{l  Rules(E)
Mewy Groups) @;
Mlew: Computer(c)

DeletedD)
Renameibl

Femuove Client Frogrami(E)

@ B w5

2 Refresh{E)

5-1. [New Group] : Input a new group name. Default are: “DefaultGroup”. “RestrictGroup” . “MoveGroup” .New
computer is set to "Default Group"”, Portable computer is set to "MoveGroup",Different groups can be defined for

different departments.

NOTE: Different rules can be defined for Different accounts of the same group in different computers.

Computer(C)  Informationd  Rules(E)

DeoE e B0 &

Lser o X

E-di Default Group
f ..... A Restrict Group

------ ﬁ; M ove Grnup

Digital Commerce Information Co.,Ltd Taipei  Office Page 19
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5.2 Click [New Computer] to enter a new computer name, It is a "Complete Computer Name" of the operating

system, which appears when the client program is successfully installed and needn’t to be added manually.

Computeric)  Information(y  Rules(E)
Fow e D0 &
b= ax
El-dim Default Group

.45 Restrict Group

f ----- A Move Group
------ ﬁ; M ey Grl:uum

5.3 Click [Delete(D)], [Rename(N)] to delete or rename the group. Please Click on the [Remove Client Program]

to remove the Client program first before user delete their accounts. You can delete the computer after the icon

changes to .The computer’s name can't be renamed. But the account under it can be renamed. Click on

the [Refresh(R)] to refresh the list after removing or adding a computer.

Computer(Cy Information{l  Rules(E) SettingiS)

Mo @ e aCH B

EI&J Default Group D

@) dci-5024h166aaf

&) soow-2edjohgbywy

... [, =ystem ol
..... I;;-s{irrim””p@ 4 Computeric) Inﬂ:nrriatiun(l_‘,l RulesR)
----- Mave G Mew Computer(C) E% BN ¢
----- New G e e
..... ) Mewr U: £ EE) =t ﬁ; Default Group
Renamei) - @) o 5024b165aaf

Femuowve Client ProgramiE)

------ ﬁ; Restrict Gru:uup
i Move Group
RefreshiR) gy Mew Group1

Hemove @ @

Remove Client oom-2cdjohgbssasy’ Succeed

prm—
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6. [Information(l)] includes: [Basic Information]. [Process Information] . [History Screen] . [Remote Control] .

[HTTP Logs]- [FTP Logs]- [Share Files Logs] - [File Execute logs] . [File Action logs]. [Web Mail Logs]. [POP3
Logs]. [SMTP Logs] . [MSN Logs], [Yahoo! Message Logs] - [ICQ Logs] - [QQ Logs] - [Skype Logs] .
[Auto-Refresh Logs] etc.

Computer(C)  Information{ | Rules(E)  SettingiS)

Ig [ £ 90 Pasicinfo®

User & Process Info(P)
B Default
- @) dei-se
@8 -2 B Remote Control(R)
.y Restrict (
----- Move Grc
gl Mew Gro @ HTTP Logs(H)

FTP Logs(E)

[ History Screen(d)

Shared File Access Logs(&)
File Execute Log(E)

Tl [F TV e

File Action Logic)

Wehhail Logsddn
SMTF Logs(S)
POP3 Logs(E)

mMSH Logsiid
YahoolMessage Logs(d
[CQ Logsh

2 Logsich

Skype Logs(k

CPBROE | GBS

@

Alto-Refresh LogsiOn
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6-1. [Basic Information] :Click the treeview to view the computer resources, Account rules and other related

information.

ComputeriChy | Informationdy | RulesiEy  Setting(Sy  Wiewd) Languagedls Show Coding(E)

W @ €0 sasicno@ w & 9 v YV EEEEE
\user & Process Infoil)
E%%ﬁ:&g Histary Streen(a) It Group :eow- 2edichobveey - administrator
i i [l Remate Control(®) N e
B dei-&i MNarme: adrministrator
..... A Restrict & HTTP Logs(H) dress: 192.168.1.95
----- s MOVE OIC () £ | ggsE) tD: 48970
(. Shared File Access Logs() 2t Online
it nea

File Execute Log(E)

Active 2008-7-11 15:25
T File Action Log(@)

=

(% WebMail Logs(hd tern Info: S —
HardwareH) Sofeware(s)
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6-2. [Process Information] includes the following functions:
1. Show running processes in remote computer.

2. Terminate running applications and processes listed in the form.

WARNING: Please don't close the programs casually if you are not a experienced user to the system.

Computer(ch Infnrmatinnm|Rules® Setting(S)  Viewd) Languagedl)

@3 Basic Info(E) 9B 8 ~ Y

Wwset | ® Frocess Info(F)

By Default ]
EB — [ History Screen(a) S e
-4 sy B Remote Contral(R) rm Process]
g At i

B dci-5
..... A Restrict ( & HTTP Logs(H)

..... A Move Grc 1 FTP Logs(E)

(. SharedFile Access Logs(a)
=texe
File Execute LogiE) st exe
| ! =texe
2 File Action Log(@) -t e
=texe

Digital Commerce Information Co.,Ltd Taipei  Office
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6-3.

Keyboard" to control the mouse and keyboard.

[History Screen] : Play real or historical desktop video of remote PC .User can check "Control Mouse and

They can also be played by a specified date for monitoring

user's operation. For example, user can view user's using Webmails through the video.

IMPORTANT:

1.If a computer is used for 8 hours one day, one image is recorded every minute, Then 1.8G of disk space

is needed for saving these data every month.

2.1f disk space is less than 200M, the syste

3.The system keep only 12 days of images

m will stop recording for keeping its stability.

by default (Can be modified).

Computer(Cy Infarmationd) Roles(E)  SettingiS)  Wiewdd Languageily Show CodingdE)  HelpdH)
R EEEEEEEY L EY R
User g xay . Juy x| | too00P S - | 51413F 5 | PlayE) |

E-diy Default Graup

@3- dei-5024h1 GEaaf Fle

Edit

4} Yahoo! - Microsoft Internet Explorer

Wiewy  Faworites  Tools  Help

&5 soow-2edjohghiyn
e[l system

QBackavlﬂiﬂ

. | /':" Search v Favorites 4] | (>

L administrator Address

@ http: e, v ahoo, comyf

..... A Restrict Group
..... A Move Group
..... A MNew Group1
..... A Mew Group2

6-4. [Remote Control] : Monitor and control remote
as shown below, when the system connect to t

screen will be displayed in full screen mode.

DCI-Anywhere ¥iewer Conneckion

Connecting o 127.0.0.1::6001 ...

Statuz: Connection initiated.

Make Yahoo! your home page

e B "@’
Finance i~ Music i+ Answers i

Select Categony: Mages | Yide

Search the Weh: |

@ Yahoo! Answ

$200,000 loa
k—JX Check your mail status: Sign In
360" Horoscopes Music
Autos Hotlobs Wy s
Finance Kids Mews
Games Laocal Feople
Geolities hail Fersaol
Groups Maps Photo:
Health hovies Feal E

computer in real time, it is like operation in your own computer.

he remote computer successfully, the remote computer’s

x|

Digital Commerce Information Co.,Ltd Taipei  Off
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6-5. [HTTP Logs] : Log on visited websites and assist you learning commonly visited websites by datetime. NOTE:

Digital Commerce Information Co.,Ltd
Cyber Data Recorder (Server/Client)V1.30

It is natural if some websites can not be properly displayed. For web contents are transferred by some

programs themselves (i.e. MSN. Yahoo and some antivirus programs etc.).You may double-click the

“Program” column to learn the related programs (IE or other program).

Informationdy | RulesiEy  Sefting(Sy  Viewd Languagedly Show Coding(E) HelpH)

w8 r /SEBEE 2

Basic Info(B)

&

Process Infa(P) ddress | Searchi(S)
History Screenid l&ccessﬂddresa I
dinnsy hitp:fhandwidth.msd.yahoo.camibandwidthidnl...
Femaote Control(R
Q & dinansy hitp:fpfp . sina.com.cnfguangdibbs. bitml
dinnsy hitpefbhs sina.com.cntemp/OWDyY_1110_B3.h...
dinensy hitpefbhs sina.com.cntemp/OWDyY_1110_T3.ht...
@ HTTP Logs(H) gbywy  hitpiipfp.sina.com.crfbbs hirnl
@ FTP Logs(F) dinansy hitpofhewes sina.com.cnfiframelalfalinewsiinputsi...
3 dinnsy hitpofpfp.sina.com.cnfiframefarum_iask html
s Shared File Access Logsia) ghywy  httpiimsn.gihoo comiotherlook_tuijian.html
- ! ghywy  httpiimsn.gihoo comitoogle hitml
2] RS RN oG () ghywy hitpimsn giho.comiprog/eft kmiPt=IOUACYE.
;| File Action Log(@) gy hittpiimsn.gihoo.comiotherook_tuijian.btml
dbswaty hittpeiimsn.ginoo.caomftoodle bl

6-6 [FTP logs]: Log on host's IP and file names transferred by FTP, They can be listed according to

datetime.user can double-click the column to read the related files (Related program should be installed to

open the related files, for example, Office should be installed to open the .doc files ).

Informationid  Rules(EY  Settingls)  Yiew Lanoguage(l) Show Coding(E)  HelpiH)

Bl sca smedo r JEEBRSE &

g x|

raup
184uecvlap
rinistrator
wptSypazh
2db166aaf

Search In Address

(L | Searchi3)

Computer

w4 uecyl..,
w4 uecyl..,
w4 uecyl..,
w4 uecyl..

Digital Commerce Information Co.,Ltd Taipei  Office
1F., No.86, Jhongjheng Rd Jhonghe, Taipei 242
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-7. [Neighbor Sharing File Logs]: Log on share files accessed in the same network, accessed logs to local

computer can also be logged. It includes the primary files accessed for examination.

Informationdd | Rules(E)  Settingi3)  Wiew®) Languageil) Show Codino(E)  HelpiH)

wHha R EEER 8

B} Basic Info(@)

& Frocess Info(F)
History Screenid)
B Remote Control(R)

& HTTP LogsiH)

[&1 ETE | anedEy

idressih: | SearchiZ) Delete All{CY
Access Users Access Path

tar 192168.1.104 1192.168.1.95WNEW FOLDER[ismyswe

tar 1892168.1.104 1192.168.1.95Wew Folder[winreg

tor 192 168.1.104 VE2168.1.95Wew Folderlispoolss

tor 192.168.1.104 192 168.1.55WNew Folderisreswe

tor 192.168.1.104 192 168.1.55WMew Folder[wvkssvc

tar 192168.1.104 11921681 55 WNew Falder[\??? jpg

6-8. [Running Application Logs]: Click on the menu to View the running logs(Including: Running Date

and Time - Application Name - Application Directory).

Information{y | Rules{R) Setting(Sy “iewd Languagell) Show Coding(E) HelpiH)

B} Basic Info(B)

¥ Process Info(P)
History Screeni@)
B Remaote Control(R)

HTTP LogsiH)
FTF LogsiF)
Shared File Access Logsid)

LA r 7 EEBEE &

File Execute LogiE)

File Action Log ()

Hen s

Digital Commerce Information Co.,Ltd Taipei

| Search(3) | |Delete AllD

Time File Mame Command Line
gl - . 20068-T-11 16:4 IEXFLORE.EXE  “CAProgram Filesh
by - . 2006-T-1115:45  Anvwhere.exe "CAProgram Filest
ghyend - 2006-T-1115:459  Amnwheretiew.. "CAProgram Files
ghbyvwy - L 20068-T-1115:41  IEXFLORE.EXE  “CAProgram Filesh
gbyvay - L 20068-7-11 1536  IEXPLORE.EXE  "CAProgram Files)
ghbyend - 2006-T-11 1527 Amawhere. exe "CAProgram Filest
gbyend - 2006-T-11 1527 Anwheretiew.. "CAProgram Filest
dlbyey - . 2006-T-11 1516 Amyvwhere. exe "CAProgram Filest
iy - . 2006-T-11 15816 AmyvwhereYiew... "CAProgram Files)
ghbyeni - 2006-7-11 14:46  Program CAProgram Filesil
ghbywy - . Z0068-T-11 14:36 RemoteSetup.... "CAProgram Files)
dlneaty - . 2006-T-1114:30  Program CAProgram Filesil
Office Page 26
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6-9. [File Operation Logs]: Click on the menu to view the operations of files.(Including the operations of

Digital Commerce Information Co.,Ltd

~¢ M Cyber Data Recorder (Server/CIlent)Vl 30

the file's creation ~ copy  movement - modification ~ deletion and the operation's Date -~ time - file's
name and directory).

Informationdy | Rules(Ey  Settina(S)  Yiew? Languagells Show CodingE)  HelpidH)

B} Basic Info(B) PR T YE BB &

% BElieE) | Search(3 Celete!

Histary Screen(a) I‘I’ime |Operati|:|n |Fi|ename |I

@ Femote Contral{E) by - . 2006-T-11 1546 Delete haiduch[1].cab
by - . 2006-T-11 15:46 Delete haiduch[1].cab
by - . 2006-T-11 15:46 Modify haiduch[1].cab

& HTTP Logs(H) by - . 2006-7-11 15:46 Create ba?ducb[ﬂ.cab
by - . 2006-7-11 15:46 Create haiduch[1].cah

@ FTP Logs(F) aknaned - 0 2006-T-11 9:54 modify FOP3_20068711_..

= h aknaned - 0 2006-T-11 9:54 Create FOP3_2006711_..

= SUEERR S CCess Logs@) gbywe- .. 2006-7-11 954 Create  POP3_2006711_.

=] File Execute Log(E) cbnaney - 0 2006-7-11 9:49 hodify FOP3_2006711_..

: : dbnaney - 0 2006-7-11 9:49 Create FOP3_2006711_..
@ File Action Logi@) dbnaney - ) 2006-7-11 9:49 Create FOP3_2006711_..

ol - . 2006-T-11 9:25 Delete HOMsOr. exe
ol - . 2006-T-11 9:25 Delete GGPetDazzle. exe

6-10. [Web mail Logs] : Log on the Web Mails( Now Hotmail. Yahoo. 126. 163. 21cn are supported)

User can double-click the column to open the related text and accessories in Mails.

Computer(Ch  Infarmationdy  Rules(RE)  Sefting(Sy  View®) Languagell) Show CodingiE) Help(H)

Lo pD @ 3RBeR ~ YEEEDE &

User 2 % sendToigy |ANlUsers | Delete AlD)
=- ﬁ; Default Group —

: ) Computer | |Ren:ehrer |Subject

= ‘@ wcii-2edjonghynird administrator Hotmail  xisoxiangwu1983@sina..  hello
-1 SYStPf"_] administrator Hotmail | xiaoxiangwu!983@sina....  good luck
""" & administrator administrator Hotmail | o2 06@sohu.com hello

&-M) dei-5024h1 BGaaf
----- A Restrict Group
----- A Move Group

6-11. [POP3 Logs] : Log on received Mails .user can double-click the column to open the related Mail (default is
opened by Outlook).
WARNING: Many POP3 Mails are advertisement or junk mail or virus which may damage your system.

Antivirus softwares are recommended to be installed for scanning them before opened.

Informationdy RulesiE) Settina(Sy  Viewd) Languagely Show CodinglE) HelpiH)

el s aReL rIJHEEEE 3

& =l [ anusers o - Lanusers W [Detete ANy
OUE Computer |Sen|:|er |Receiver |5ubject
18_4|_I|ecvlilap wow-0o8duecyd.. B=ials wigomianogwul 983, kkik
IS won-on34uecyd.. "MoaB38TTE4" . wiaoxianowul1883.. | IImIm
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6-12. [SMTP Logs] : Log on sending Mails. Double-click the column to open the related Mail (default is opened by

Outlook).

WARNING: Most SMTP mails are safe. But user’s computer may be likely to be infected previously or some

virus may send massive of SMTP Mails. We suggest you read the mail’ s subject to judge whether it is normal

or not. If many same Mails are found, then computer may be infected. It is recommended to install antivirus

software to protect your computer.

Informationid  Rules(E)  Settingls)  Yiew?d Languagelly  Show Coding(E)  HelpiH)

BTl sfe d@eB O r IJNEEDE 8

2 x| | Al Users Ej...AMUSem Ej ‘Delets AllD)
malip . Camputer |Sender |Reu:eiver |Buhject
uecvla
q inistrat ) won-qoaduecyd.. "mon® =xigoxiang... w3397 784E@1 63, hello
r.n_|n|_5 rator booa-goB4uecyd.. "woon” =xiaoxiang... =xdw2 06 f@sohu.com= 11111

6-13.

[MSN Logs] : Log on the contents transferred by MSN, they can be listed according to the accounts or

datetime. User may double-click the "Content" column to view the complete content.

Informationdy RulesiE)  Setting(S)  View(d Languagely Show Coding(E) HelpiH)

oDl goealfeto v IYHEBEE &

& 2|l |aiusers E”AII Users ﬂ port
E?’Iph b Computer |Sender |Receixrer |Message
ajo
s soon- 2edjoh gl RINGING viaoxiangwul983. 1346882
Ll bt~ 20 0jOR g Bywy RINGIMNG Aok angwUl a3, 1346887
ministratar woow-2edjohgbyy xiamxiangwul 983 RINGING fa
24h1 Bhaaf
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6-14 . [Yahoo! Message Logs] : Log on the contents transferred by Yahoo! Message, They can be listed according to

the accounts or datetime. user may click the "Content" column to view the complete content.

Informationy  RulesiEy  Sefting(Sy  Viewdd Languagedly Show Coding(E) HelpH)

oDl gse daflpre ~ Y SEEEE @

2 x| |AII Users E‘I”AII Users E‘“ port T’
_Ef"ph . Computer |Sen|:|er |Receiver |Message Car
;JD ALY wiow-2Zodjohgbaneny o2 06206 pepsizcowZ 06 SER YO bye
:tgm wiow-2Zodjohgbaneny o2 06206 pepsizcowZ 06 [fyou have ti
rinistrator swon-2cdjohgban oo 206206 pepsizezw2 06 | am husyn
24b166aaf swon-2cdjohgban oo 206206 pepsizezw2 06 do you have
roup - 2edjohgbyes peRSiZcZ w2 0 Gon 206 =font face=""

6-15. [QQ Logs] : Log on the contents transferred by QQ, They can be listed according to the QQ Number or

datetime. user may click the "Content" column to view the complete content.

Informationdy  Rules(E)  Settingi3)  Yiew®) Languagedll Show CodinolE)  HelpiH)

IRl ace Il IS EESE 2

2 x|
roup Computer Receiver Lo Files
>djohghyy administrator 119089560 Chattingwi..  CAProgram Filest
stern adrministrator 119089560 Group - Ef..  CAProgram Files
ministratar adrministratar 119089560 Group - BT CAProgram Files

6-16. [ICQ Logs]: Log on the contents transferred by ICQ, They can be listed according to the ICQ Number or
datetime. user may click the "Content" column to view the complete content.

Infarmationdly  Rules(E)  Setting(8)  Yiew) Languageill) Show Coding{E) Help(H)

oD gee SRR v YEEEBER 2

25| anusers 9 Users W lportToTextr
f;!-llﬂ Computer ‘Sender Receiver Message Contents
-dichgbyi o Zedjohgbywy | 1005 149003549 hello
il soon- 2edjohghyey | (GG 335240299 how about you now
ministrator soon-2c djahghen | 1G5 378678015 see yau
1241 GBaaf soow- 2edjohgbywy 1CQS 313339965 hi
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6-17. [Skype Logs] : Log on the contents transferred by Skype, They can be listed according to the Skype Number

or datetime. user may click on the "Content" column to view the complete content.

[nformationid  Rules(E)  Settingls)  Yiew? Lanoguagell) Show CodingE)  HelpiH)

FEEERTERY PG RN ERE

2 x|

raup Computer |Heceiver |L|:|g Files
sdiohghyey adrministrator : 06 - hugshans330... | CAProgram Files!
stem administrator w206 - helen_B2938 (.. | CAProgram Files
ministrator administrator w206 - dudand (This ... | CAProgram Files
24b1GRaaf
iraup
up

w206 says:

11:22:36 A

are you working noww 7

11:22:57 AM

can | help you
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7. [Rules(R)] option : Click on the "Rules" button and switch to “Rules” setting window.
£ ser 43 Rules |

7-1. [Rules(R)] includes: [New Rule]. [Delete Rule] . [Rename] . [Protocol Rules] . [Port Rules] . [File Protection

Rules] . [Host Rules] etc.They are set to restrict using computer. For example: Account A can not use
MSN,Acount B can not use MSN when different accounts are used in a computer. We suggest the administrator
uses the Administrator account to manage the computer but the monitored user (such as employee) uses the
ordinary account to use the computer.

Computer(Cy  Information{l  Rules(E) | Settingisy  “iew()

g @@E’?E@E Mewe Ruleis)

Rules Delete RuladD)
-2 Rules
# RenameiE)

@ Default Group

Frotocol Rules{E)
Fort Rules{o)
File Protection RulesiE)

Restrict Running Rules{®)

€]
b
&g HostRulesH)
&l
¥ Record Rules Setting(S)

7-2. [New Rule] : Build a new rule for different accounts. Default rules are: DefaultRule. RestrictRule.

MoveRule.(Their name can be modified).

Computer(C)  Information{d  Rules(E)

2@ 80200 &5

-4 Rules
-.fi] Default Group

@ Restrict Group

{21 Move Group

Jenw Rule
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7-3. [Remove Rules] : Remove the existent rules. The three default rules are suggested not to be removed.

ComputerCy Information{d  Rules(BE) | Setting(S)  View)

_g @@E@E Mew Ruledk)

Rules Delete RuleiDn
-2 Rules
# RenameiE)

@ Default Graup

.@ Restrict Graup

{1 Move Graup

Protocol Rules(P)

Paort Rulesic

File Protection Rules(E)
Host RulesiH)

Bl w2« @

Restrict Running Rules{&)
¥ Record Rules SettingiS)
7-4. [Rename Rule] : Rename the existent rules.
Computer(C)  Informationd  Rules(E) | SettingiZ)  Wiew
_g @@E@E e Rulet

|Rules Delete RuledD;
=42 Rules
.fi] Default Group

RenameE)

FProtocol Rules(Ey

{51 Mew Rulet *
& Port Rules(O)
%] File Protection Rules(E)
Host Rules(H)
&) Restrict Running Rulesb)
¥ Record Rules Setting()
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7-5. [Protocol Rules] : Configure existent protocol rules. Choose one rule you intend to change and then select the "

Protocol Rules ",for example, select FTP in the list, then choose "Permit only” in prevention mode and enter the

time scope. If prompt needed when exceeding the time scope, you may enter the prompt information in the text

box below. the prompt dialog will display for seconds when prevented. Uncheck it if you want to monitor users at

hidden mode.

Fules(E) | Settina(E)  View®) Languadgelly Show Coding(E)  Helpid)

Mlew Fule ) ﬁ#ﬁ@@‘@ £}

Delete RulelD)
RenameiE

Frotocol Rules(E)

Fort Rulesitn

acal Deny Mode
File Protection Rules{E) fer Pro Denv Made:

Host RulesiH)
Restrict Running Rules(&

o Allavy DA

All Davilnvalid If Checked)il)

Fecord Rules Setting(Sh

i Bl & w @
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7-6. [Port Rules] : Close the unnecessary ports .Different program use different ports to communicate. For example:
POP3 uses 110,SMTP uses 25 etc. Itis configured for preventing unwanted or dangerous ports. You may check
use /unused all the ports. But for normal communication we recommend not to modify the rules if you don't
know the commonly used ports very well.

Rules(E) | SettingfZ)  Yiewdd Languagelld) Show Coding(E) HelpiH)
Rewy Fuleih) ‘F‘@ﬁ@ﬁ.‘@ EY

Delete Rulefn

RenameaiE)

¥ R e Allows Ony(a) = Deny Only(D)
@ Port Rules(d
© Known Port:
%] File Protection Rules(E) Custom Port— Port |Desu:ripti|:|n al
Host Rules(H) I a0 HTTP{Wekb) |
143,993 IMAP{E-mail)
EE] Restrict Running Rulesit) S 1110 FOP3(E-mail)
(¥ Record Rules Setting(S) 111 PORTMAR
a6,3145,...  PoAmwhere
a0s0 Frosay
temove Port=i 5310 RIP
n 513 RLOGIM
dAdd_Frqrr]_L_L 14 RN
7070554 Real Media
5060 SIP
25 SMTP(E-maih 7|
P — e
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7-7. [File Protection Rules] : Restrict downloading or uploading files. It is often used for HTTP. FTP. MSN. Yahoo!

Message. ICQ etc. [Prevent using external storage device] means to prevent transferring files through external

storage device such as USB.

NOTE: For example, When "Prevent Only " and "Filter Accessories" are checked, when an executable file is

Rules(R) | Setting(Sy  Wiew() Languagell) Show Coding(E) HelpH)

~IYRERDE 8

added into HTTP. FTP. MSN. Yahoo! message or ICQ It will be blocked.

[ ev Rulegh

Delete Rulein

RenameiR)

Protocol RulesiE)

Paort Rulesicn

File Protection

Rules(E)

Wi BB 2w

Host RulesiH)

Restrict Running Rules i)

Record Rules Setting(S)

Storage Device Control

Allowy O byia)

stom Extension Mz

—

== Add

== Add

Delete ==

e Deny OnlyiDn

Known Extession

Extension ... |Descripti|:|n

el Email File

log Log File

reg Register File
htmlhtmlj... Htmilidave File
tet]ini|inf TextiOption File
ipglipealb... Image File
rmjrmvh]a... Yideo File
exe|com]|...  Execute File
Ziplrarjjzlz Compress File
cpplelhlhpp CIC++ Source FL.
daoclgls|m... Office Files

..* F_ = -

Denyto Read From Storage Devicedl) Disk, CD-R Femoval Disk Hard Disk Tape)
Derny to Write To Storage Device(ll Disk, CD-R Removal Disk Hard Disk Tape)

Digital Commerce Information Co.,Ltd Taipei
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7-8. [Host Rules] : Configure the web Information or desktop video. “Permit Only” and “Deny Only” can be set to

permit/deny visiting related websites. The Website's name must be added one by one. For example: Insert the
website’s name: www.abc.com and press “<<Add” to block browsing it. The default value of the “Auto-Record
Desktop Images” is one picture in one minute. You may change it depending on you disk space. Refer to item

4-2 to learn the calculation of disk space.

Rules(R) | Setting(Sy  Wiew() Languagel) Show CodinglE) HelpH)
Mew: Ruleds) i ;f ﬁ@ @ @ I§J

Delete RuleD)

Restrict Running Rulesii)

Fename(R)
Allowty D nly(A) o Deny OnlyiDn
3= Protocol Rules(P) |
Filter Host:

Fort Rulesi
“y © Custorn Host Host Addre.. \Description
ﬁ File Protection Rulas(E) I woanwe 546, clagssmater
@ Host Rules(H) m——— v Sina... sina
Bl

Fecord Rules Setting(S)
= AddFrom Lis

lemove Host=

Add To List==

termove From
: : —— -
Auto-Record Screen —
¥ (S1AUto-Record Screen lmage
Parid| 5 Minute: | Recard & Frame
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7-9 [Restrict Running of Programs] : Permit/Deny running of the programs. For example, you want to prevent

QQ2005 being executed, you may set the “Running of File Rules” to “Deny Only” and add “QQ2005" into the

list.

FulesiE) | Setting(3)  View®) Languagelly Show CodinglE)  HelpiH)

Mew Rule () = o Bl @ 2

Delete Rulein

Rename(R) o - R
es are Permitted Runnino At
.. \Description
S Protocol Rules(E) msimn.exe
iRt exe
fy G Ll L wif_lan. exe
ﬁ File Protection RulesiE) gho_run. exe
vupdater exe
& HostRulestH) ymsor_tray.exe
@  Restrict Running Rulesia o Lt 1 0fel 0 A (IS
) @ OUTLOOK EXE
¥ Record Rules Setting(S)
Funning Rule Settings — — —_
Allowy Dy o Deny OnlyiDn
Restrict
Rule Marme  |File Mame b;“-!indnw Style b;“-!indnw Marme |'u"-Jir
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7-10 [Logs Setting Rules] : Set whether the related logs are logged or not, it can also be defined according to the

different users.

Rules(R) @ Setting(S) “iewdd Languagelld Show Coding(E) Help(H)

My Rule(hd SR E@ £
Delete RuleiDn
Rename(R)
seftings Recard EMail-
Protocol Rules(P
- ® cord MSHD
r;’f Fart Rulesio Fecord All SMTP{I
o GG
E] File Protection Rules(F) For u Record All POP3(E)
Host Rules(H) cord Yahoo(y)
Record Webhail
B Restrict Running Rulesia) cord GQE o
) ‘ecord Duplicate WebMail(E
@  Record Rules Sefting(3) card Skyne
Other Settings —
Recaord HTTP URL Address (H)
Fecord FTP URL Address(F)
Recard FTF Files()
tecord Accessed Logs of Metwork MeighboriB
<ecord Accessed Files of Metwork Meighhoril
Apply(E)
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8. [Settings] includes:[Management Settings] . [ Interaction Settings]. [Auto-Clear Data Settings] . [Database

Digital Commerce Information Co.,Ltd

~¢ M Cyber Data Recorder (Server/CIlent)Vl 30

Settings]. The main functions are:1.Change Administrator’s password 2. View Status Information. 3.Set

Hot-keys 4.Change the saving directory 5.Set Video Clearing Time 6. Change related Database parameters.

Setting(S) | YWiew Languagedl) Show Coding(E)  HelpiH)

Manager Settingsii

Interaction Settings(S)

¥l e

E_m

Auto-Clear Data Settinos(Ch?

Database Settinas (D)
Block Traffic If Client Pragramm is illegally Blacked(®)

Information Save Direcortory Settingdn

< JETRR

IPSemner Settingl)
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8-1. [Management Settings]:

(1) Change administrator’s password: Insert your current password into the old password entry (only authorized

@)

Digital Commerce Information Co.,Ltd Taipei

users are allowed to edit password) and set the new password entry to specify a new password and confirm it

using the retype password entry.

Auto-Login Setting :choose “unauthorized users” at right and click on the “<<” button to add to the “authorized

users” at left. When logging on the system with the authorized account and press Ctrl+Alt+B. you will auto login

the software.

admin - Adminiztrator Setlings

@

Change Password
¥ Click OK To Change the Password(M)

014 |
Hew I
Confirm I

rhuto-Login Settings
Fassword Doesn' t Required At fnto-Login Mode

Authorized Inautherized

Guest
SUFPORT 3858945

Administrator

COoR@ | Cancel (@) |

Office
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8-2. [Interaction settings]: includes two options:

(1) [Put system Icon into Systray] if checked, when the system is executed, the system icon will be shown in the

Systray.
. (2)[Use Hot-key]: it is used when you intend to run the program at hidden mode.

NOTE: The front two keys must be Ctrl or Alt or Shift in the hot-key entry.

Server Settings @ @

|:|.'Le Program Tcon To the

v [H1se Hot Key

Hot ICtrl + a4t + E

CoR@ | | Cancel (@) |

8-3. [Auto-clear history screen settings] : Set the refresh frequency of desktop video per second. more small the
value is set ,more CPU time is used .For example. Computer with P3 2.0 CPU, The value is 20 seconds
recommended. Check [Auto-Clear] and enter the entry to enable the Auto-Clear Function, Predefined value is
12. you can change it depending on your disk space.

WARNING: If set to 12,.All it stores the latest 12 days data only.

Auto-Clear History Screen Settings @ @

Real-time Screen Settings

Fer (3. Seconds

Auto—LClear Setting

v (AlAuto—Clear

Auto IE Days Screen Logzs Before

| 0l id) I Cancel (T) |
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8-4 [Database Settings]: Rebuild the database ( SQL Server can be installed in local computer or another

one),Enter the sa password and click on the “Test Connection” button, if connect successfully, click on the
“Install Database” button to build the database. After finished, click on the” Save Settings” button to save all

the settings. NOTE:SQL Server must be installed at mixed mode.

Databaze Settinos @ @

Enter database server's narne here If in local The nawme is LocalHost(TCP
st be opened) o enter the usernatne and password with DBA authority,
.Test the connection first before saving the setting.

Datahase Serven ) | : E|
User Mame(TT}: IE
PﬂSS'I,J;-"CIrdJ:E':I: I**********

Test Cu:-muacti;:u-n? Rjestu:ure Diatahasze Seve Settings :

8-5 [Block traffic if fails] : Block the traffic in the remote computer when the program is not launched upon start of
the operating system for any reason.
Setting(3) | YWiew1 Languagell) Show Coding(E)  Help(H)
#2 Manager Settings (&)
1 Interaction Settings(S)
Lg Auto-Clear Data Settings(C)?

Database Settings (D)

@ Block Traffic If Client Program is illegally Blocked (M)

=y Information Save Direcortory Setting (D)
& PServer Settingl
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8-6 [Data Saving Directory] : Edit your saving directory here.

Saving Directory (D1E7

C:h"FProgram FileshDCI ElackBox SerwerhBlackBox Se

froes [ ceca© |

=
[

Saving Directory Settings @ @

8-7 [IP Server Settings]: Check the “Use IPServer Service” and Input the UserID and Password (Provided by Us)

Here, The function is used when user’s server doesn't have fixed IP Address and monitored computers are

portable computers or PCs in WAN, It can assist the computer find the server’s IP Address and connect to the

server. It is valid when the user has applied for it .

WARNING: Your router must provide the NAT Service and Port 4060 and 6000 must be opened for the server’s

communication.

U1lse IFServer

User I

Fazsword (F I

= Ty

IPServer Setlings @ @

Digital Commerce Information Co.,Ltd Taipei  Office
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9. [View(V)]includes: [Toolbar]. [User Management]. [Status Bar ]. [Hardware Resource Management]. [Software

Resource Management]. The front three options are used for showing / hiding the related interface. The latter

two options are provided for administrator to understand remote computer’s hardware and software resources.

Setting3y  Viewd | Landuagell) Show Coding(E)
B 4B @O ToolBarD '
@ Manager Barh

@ Status BarS)

Hardware Resource StaticiH)

|

Software Resource Static{O)

a4 Search Log(E)
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9-1. [Hardware Resource Management] : List remote computer’s hardware information. You can click on the “Export

to Text” button to export them to a text file.

Hardware Besource Management @ @

| Refresh(R) | JPUTETERtE

Iniwersal Serial Bus controllers 8 |
DVD/CO-EOM driwes 2
Computer 2

Dizk driwes 2
Display adapters 2

= Floppy disk controllers 2
I0E ATASATAPT controllers B
Keyboards 2

Sound, wideo and game controllers 14

1 3 B g 3 B o £

Monitors 2

Mice and other pointing devices 2
Hetwork adapters 12

Port=z ([COM & LFT) B

Swstem dewicesz 46

Other dewices 2

Processors 2

g O g O g RO g RO g O g R oy R oy O e O e O ey O g O g (O g (Y g O oy OO e |

Storage wolumes 8

9-2. [Software Resource Management] : List remote computer’s softwares installed. You can click on the “Export to

Text” button to export them to a text file.

Software Rezource Management @ @

| Befresh (R) i !:-rt To Text F:

4200_Help 1 "
4200T our 1 [
4200Tx b 1 |
Adobe Flash Player 9 Actiweldl 2

Adobe Photoshop T.0.1 1

Adobe Beader 7.0 - Chinesze Simplified 1

Adobe Stock Photos 1.0 1

A10_Scan 1

ATOMinimal 1

Ai0Saftware 1

AofBl™"IM 1

BlackBox Server 1.3 2

Copw 1

CreatiweProjects 1

CuteFTF T Professziomal 2

Director 1

DacProe 1 ¥l

=) :I :I :I :I :I :I :I :I :I :I :I :I :I :I :I :I
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9-3. [Search Logs] : Search related logs by keywords. It is used to help the administrator understand employees’

Internet information. For example:
(1) choose “IM” in [Search Types]
(2) Check [Search By IM] and choose “QQ” in [IM Account Type]
(3) Check [Search by Keywords] and insert the QQ Number in the [Content Keywords].

(4) Click on the “Search “ Button to search the related information.

=0l

~ ME L pe [1r4 =l 3 BT |

SBHA M yyempgig
[ <t AM

“@EE [ oo = | mEew | I

LHS@EN | 712006 =l | ¥D#tbt | =l
[~ wi¥iosth, "M
— E2pEEtn
[ <l Eped M IMib,Ape o0 x| EMailipe | =]
] el R e | E-Mailth,! | =
I~ | E-bailth, 17
[ s kiiar wiodohir | URLASEE |
I «ollEL L baid b ABRW | Oltpt |
[ <ot BRI = 1A +ymth ! I DR I

| i i

[T eitpi=neth Sl

~'M | L
[ EmiEdrH

10. [Language(L)] : Select preferred language for the software. Chinese Simplified , Chinese Traditional and
English are supported. You can switch to preferred language here if you choose the wrong language during

the installation.

Setting(Sy  Yiewd Languagedl) | Show CodingiE)  HelpdH)
D E e Chinese Simplified(C) ®

Chinese Traditional{T

@  EnglishiE)
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11. [Show Coding] : Switch to different language using different language package for different coding such as

Chinese Simplified and Chinese Traditional to avoid the confused coding of the system..

Show Coding(E) | HelpiH)

@ Auto judgermenti)

Chinese(GB2312)(G)
Chinese(GBEIED
ChineseBiga)B)

12. [Help] includes:[ About]. [Registration] . [Install Remote client] . [Auto-update] . [Uninstall the software] .

[Exit]

HelpH)

(@D About..&
Registration{E)
Install Remote Client PGS
Auto Updatedlh
Lininstall the Prograrmidlh

T & a P E

Exit{c)
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Abort HlackBox

par ./ HiMiEEAER

igital Commerce Information

B S N A ER B
Digital Commerce Information Co., Ltd(DCI)

o iE R BReg A

Hitt © & 1682 AT P IERGSEsE 1

1F., Ho.88, Jhongjheng Rd Jhonghe, Taipei 242
TEED ¢ +88R-2-2243-1T33

{BH : +505-2-2243-3711

E-mail | servicelzecuritysoft. net

Sib4a-E] Skype WRESE & doi_ tw

FEHEREAS P——

Hudk : FE AR LR e r i 4Rge0r E
EBEL ¢ +86-20-3673-6664

BE 48] Sloype WRIE D dei_en
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12. 2 [Registration]: Enter the Serial Number on your license registration after license purchase and perform the
“Online-Registration” in 30 days ( [Support]--->[Registration]-->[Online Registration] ) or the software will stop
running after the expiration date. After finished the online registration, you will receive the registration key in
1-3 days. Paste it into the registration entry in the registration dialog ( as shown below) to finish all the
registration procedure, then the software become a full edition. if you use a trial version. you can purchase to
get a formal Serial Number, then perform the procedure described above to register it.

WARNING: To avoid illegal use. The MAC Address of the computer is used to produce the Serial Number, If
the Network Interface Card is damaged, you can apply for changing the registration key once.(Contact us to

understand the detailed information).

BlackBox ServerB egistration @ @

Your Serial Mumber And Fegistration Code Are Wrong!
You Should Register to Lse The Software,You Have 10 Days To Try
The Software!
You Can Click "Online Registration” To Apply For The Registration
Yaur Serial Mumber |5
| DBETA-RDCS-WAE-ZC1IG

Enter Registration Code
|ge the Serial NLhIine Registratic] Fegistration E
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12. 3 [Auto-Update] : Use “Start” button to check new version of the software immediately ,The system Automatically
check for updates, If a new version is found at the update server, download and installation will be offered, if
not, user will be informed that no new version is available (the latest version is already installed at the
computer)

NOTE: the computer must be able to access the Internet or the auto-update will fail to update.

DCI BlackBox AutoUpdate @D

Wealrome To The Auto-Tpdate Program It Will Assist Tou
Upzrade The BlackBox By The Folloanng Steps!

Step 1: Obtain Update File List From Eemote Server.
Step 2: Dioamload Tpdate Files.
Step 3: Unpack Update Files.

Step 4: Upgrade Update Filas Ta The Exe Path.

-

12-4. [Uninstall the software] : Uninstall the software from your system. Click on the “Yes” button and enter the
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password to perform the uninstallation . The system needs to be rebooted after the uninstallation.

BlackBox v1.30 068 (3 €3

Confirm to Uninstall the BlackBox W13 0687

_— -

Cyber Data Recorder (Server/Client)V1.30

x

' E This will remove BlackBosx From wour computer, Do you wish bo proceed?
L

Installshield Wizard x|

Setup Status

BlackBaox Setup iz perfarming the requested operations.

x

BlackBox has been successfully uninstalled from your machine,

[ mztallEhield

Cancel |
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C. Notes and Technical Information

1. Some antivirus software may prevent our software writing data to disk or create the directory which may lead to
the software fails to execute. Please refer to the related manual of antivirus software to open the disk writing
privilege or change the installation directory to non-system directory(such as D) to solve the problem. Now
Norton and McAfee are compatible to our system.

2. Intechnique, When MSN programs establish a communication at first time, the packet includes both accounts,
But they will be replaced by SessionID in the next communication,(The Session ID are randomly produced by
the MSN programs and can only be recognized by themselves ),which may lead to the software fails to get the
concrete account through the packets. Therefore, the software can only judge the account by analyzing the
context packets and wrong accounts may be logged for MSN. Similar situation may be occurred if other monitor

product analyses the Packets to acquire the account of MSN.
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5. Contact Us
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Employes Internet Management

Visit Our Website or contact us if you want to know more about us.
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Digital Commerce Information Co.,Ltd
http://www.SecuritySoft.net

1F.,, No.86, Jhongjheng Rd Jhonghe, Taipei
Tel: +886-2-22431733

Fax: +886-2-22433711

Our Skype Account at Taibei: dci_tw

Our Service Telephone at Guangzhou in Clﬁjﬁﬂﬁg%@%§664

Our Skype Account at Guangzhou: dci_cn A h

Shenzhen Office: ] i =

R . il

916 HongGui Building,N0.2068 HongGui Road,L.uoHu Area,ShenZHé_n_'City.Chiha

Tel: +86-755-25977248 ext:801 o — A

Fax: +86-755-25977374 ; Y N I
' SRid s LiE

SuZhou Office: - P 2

42-304 Century Mansion, High and new technique Area ,Su Zhou { China_ - &M~ . '« &1k

Tel:0512-68417258 . L

Fax:0512-68094980

XiaMen Office:

Room 17F-B, Linzhi Building,LianHua Road (South),XiaMen, China
Tel:0592-5134070

Fax:0592-5134100

HongKong Office:

WeiShun(HongKong) Technology Co.,Ltd

Room 7F-A2 NianYun Industry Mansion ,N0.119-121GuanTangQiaoMing Street, KowLoon,HongKong

Tel: (852)3590-5103
Fax:(852)3590-5110
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